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Critical Infrastructure
Organizations in South East Asia
Targeted in Espionage Campaign

Attackers made extensive use of

living-off-the-land techniques in a

campaign that lasted several months.

The attacks were ongoing from at

least November 2020 to March 2021

and may have begun even earlier.

This happened several months

before the Colonial Pipeline attack,

which drew the attention of the world

to the danger posed by attacks on
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critical infrastructure. Credential theft

and lateral movement across victim

networks seemed to be a key aim of

the attacker.
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Email Security.cloud - New
Features

We have released new SSO

Authorization and Configuration

Snapshot Reporting enhancements.

SSO Authorization allows

administrators to simplify user

account maintenance as permissions

can be managed directly through

Identity Provider group memberships.

New Configuration Snapshot

Reporting allows customers to obtain

(via the portal) on-demand snapshots

Why Should You Care About
DORA?

DORA stands for Digital Operational

Resilience Act is one of the latest EU

sectoral cyber security legislative

initiatives. It is specifically focused on

the financial sector and complements

horizontal cyber security

requirements already in place, such

as the Network and Information

Security Directive (NISD) or the

famous General Data Protection

Regulation (GDPR).
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EVENTS

of the configuration of a given

service, assisting audit and

compliance requirements.

READ MORE IN THE SSO GUIDE

READ BLOG

Webinar: Speed Matters: Why a
Modern Network Approach is
Needed for Data-Centric SASE

Join Nate Fitzgerald of the Symantec

Network Security team who will

explain why traditional cloud SWG

deployments come with too much

baggage and not enough agility to

support a high performance SASE

solution.

PLAY NOW

Webinar: Level Your Risk with Risk
Levels

You are likely using website

classification and categorization to

drive your web security

policies...good for you! But are you

missing out on the power of Risk

Levels? Join Symantec threat

experts, Henk van Achterberg,

Jeremy Follis and Bret Jordan for a

lively webinar on how to leverage the

power of Risk Levels to improve your

threat detection.

REGISTER NOW
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SERVICE ANNOUNCEMENTS

2021 Symantec Intelligence
Services and WebFilter Category
and Application Update

On October 12, 2021, category

enhancements will be delivered to

Intelligence Services (formerly Blue

Coat Intelligence Services or "BCIS")

and WebFilter (formerly Blue Coat

WebFilter or "BCWF") URL

Categories and Application

Classifications.

READ MORE

Action Required - Your ABRCA
Root Certificate

This letter is your fifth reminder that

the root certificate for one or more of

your Symantec products will be

expiring. Below you will find

instructions as to how to update each

affected product’s certificate. You are

advised to take action as soon as

possible to avoid any system failures

when the certificate(s) expire.

LEARN MORE

Email Security.Cloud - End of Sale of Email Protect Cloud
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As of November 4, 2021, an older Email Security product (Email Protect) will be

removed from sale. After this date, you will be offered a renewal based on Email

Security.Cloud Safeguard. Email Protect misses key security features like filtering

policies, image control or enforced TLS needed for today’s email threats; these features

are included in Email Security.Cloud Safeguard.
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When you engage with Broadcom, we take the time to understand what interests you. If we got it wrong, you can update your

preferences by clicking here. If you’d like to know more about how we use your personal information, you can read our privacy statement
here.

To unsubscribe from all marketing communications, click here.

Broadcom 1320 Ridder Park Drive San Jose California 95131 United States of America

Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

https://www.linkedin.com/showcase/broadcom-security-software/?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://www.linkedin.com/showcase/broadcom-security-software/?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://twitter.com/symantec?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://twitter.com/symantec?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://www.youtube.com/user/symantec/?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://www.youtube.com/user/symantec/?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
mailto:symantec@broadcom.com
mailto:symantec@broadcom.com
https://support.broadcom.com/security?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://support.broadcom.com/security?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://software.broadcom.com/subscription-preferences?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://software.broadcom.com/subscription-preferences?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://www.broadcom.com/company/legal/privacy-policy?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://www.broadcom.com/company/legal/privacy-policy?utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://hs-5156294.s.hubspotemail.net/email-unsubscribe/email?checkSubscriptions=all&d=TV6nr7WSkZzW74yD2Q93Ps_LW8y7qnC2Tq0xpW7W0JFP3ps4y9W5WDQ0H47_xGzW4t3hCy22f9YvVJg5rD1x3LvJVSksRG7_ynT4W2trQ8r8hFGJsW3gP4j53_b1-bVvQczN7x18C0M6zH_Xc4kcnW9jXMh56RqbpyW3NDz8b5JD5VfVR-r5W67j_wYW4m4-V98CKWV9W8FfCNz8vszCJW1WYHl03_d4w7W4by8Ly71lPb-W668zG9115hvxW5mvDY-5WYKX6W8RDFHY52rxkJW4bXzL62mLWPP1d3&isTest=true&v=4&utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h
https://hs-5156294.s.hubspotemail.net/email-unsubscribe/email?checkSubscriptions=all&d=TV6nr7WSkZzW74yD2Q93Ps_LW8y7qnC2Tq0xpW7W0JFP3ps4y9W5WDQ0H47_xGzW4t3hCy22f9YvVJg5rD1x3LvJVSksRG7_ynT4W2trQ8r8hFGJsW3gP4j53_b1-bVvQczN7x18C0M6zH_Xc4kcnW9jXMh56RqbpyW3NDz8b5JD5VfVR-r5W67j_wYW4m4-V98CKWV9W8FfCNz8vszCJW1WYHl03_d4w7W4by8Ly71lPb-W668zG9115hvxW5mvDY-5WYKX6W8RDFHY52rxkJW4bXzL62mLWPP1d3&isTest=true&v=4&utm_campaign=SED_2021_NIS_Newsletters&utm_source=hs_email&utm_medium=email&_hsenc=p2ANqtz-82N2INWTlKc43r1wEQDGX-B_yO2Nakj5qQXNS7zviQ1AEc89Xbu5xLRNtIGcwET9CFqX-h

