v Symantec.

A Division of Broadcom

Symantec Identity Security Newsletter

September 2020

Join Us for Our Identity Security Virtual User Group on
Wednesday, September 16

Want to hear the latest news and updates from Symantec Identity Security?
Please join our experts from the Product Management and Solution Engineering
teams on Wednesday, September 16th from 1:00pm - 3:00pm ET to discuss key
topics on Privileged Access Management, Authentication, IGA, and SiteMinder.
Our Product Management team will share our product strategy and roadmap,
and you will get tips and best practices on using our solutions to address identity
and access management challenges. This user group will also include a
demonstration of our new Security Services Platform that lets you extend your
existing solutions as you transition to digital IAM.

Register Here

KuppingerCole Virtual Summit - Identity Governance &
Administration and Next Generation Access

Have you heard about the KuppingerCole IGA Summit? This virtual event, which
is being held on Tuesday, September 15th from 10:00am - 4:00pm CEST,
focuses on the main points of Identity Governance and Administration (IGA), its
core capabilities, as well as how to enable and protect digital transformation. Nick
Groh, Head of Product Management for Symantec IGA, will be featured during
his keynote presentation, “Evolving Data-Driven Decision Making Beyond Identity
Management” from 10:50am - 11:10am CEST. Immediately following the session,
Jim Taylor, Head of Product for Identity Security, will join Martin Kuppinger for a
20-minute interview to discuss the future of IGA. We hope to see you there! If you
aren’t able to attend due to the time zone, we’ll send a link to the recording in our
next monthly newsletter.

Privileged Identity Management: Are you where you
need to be?

Want to learn more about the current state of Privileged Identity Management?
Watch our 3-part on-demand web chat series, featuring Merritt Maxim, VP,
Research Director at Forrester, and Clayton Donley, VP of Symantec Identity
Security, to understand how privilege is changing and how you can build a Zero

Trust organization.
Watch the Webchats

VIP Migration to Google Cloud Platform (GCP)

As we announced in early July, VIP is migrating to GCP by early 2021. As part of
the migration process, Symantec is providing a method for testing your migration
readiness. This can be done between November 1, 2020 and November 15,
2020. Instructions for completing this test will be posted to the Testing your VIP
environment KB article. The IP netblocks needed for connectivity to the GCP
service are also now available here.

Complete details about the migration are available in the GCP migration FAQ.
This information is updated periodically as we have additional information to
provide to you, so you may want to bookmark the link and visit the site regularly

throughout this process.
Read the FAQ

Recent Symantec SiteMinder Developments

A new validation build of SiteMinder has been posted for you to download and
test in your development environment. Capabilities that are available in the build
include:

¢ Improved DevOps via support of the SiteMinder REST interface with
the popular open source code generation tool, Swagger Codegen.
e OIDC improvements
o Ability to restrict OIDC token generation by group
membership
o Greater flexibility for aggregating user attributes from
heterogeneous user repositories via support for both the
Identity Map function and Identity Mapping.
¢ SiteMinder Administrators can be enabled via user store group
membership
e Support for the Policy Server and Access Gateway on Windows 2019
and RHEL 8

Access to this validation build is offered via the Symantec SiteMinder project at the
Validate.Broadcom.com location. We look forward to your feedback!

Symantec Privileged Access Manager is how listed on
National Information Assurance Partnership (NIAP)
Product Compliant List (PCL)

This is an important milestone as US Government procurement process
requirements includes adherence to CNSSP#11 (Committee on National Security
Systems Policy), a binding national policy for evaluation processes applicable to
Commercial-Off-The-Shelf (COTS) products such as Symantec Privileged
Access Manager.

Stay in Touch

If you were forwarded this newsletter and would like to opt-in to the mailing list to
receive monthly Symantec Identity Security updates, please sign up at the link

below.
Sign Up for Newsletter

For questions or concerns regarding products or services please visit Symantec Enterprise Security Support Center at
Broadcom. When you engage with Broadcom, we take the time to understand what interests you. If we got it wrong, you
can update your preferences by clicking here. If you'd like to know more about how we use your personal information,
you can read our privacy statement here.
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