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What are Office Hours?

 Calls hosted by the extended Endpoint Management (EPM) product team

designed to facilitate regular communication and open dialog with customers and
partners

— Modeled after sessions hosted by Layer 7 team
— Typically 30-60 minutes in duration

* First part of session usually devoted to information shared by members of EPM
product team (presentation, demo, etc.,)

« Second part of session devoted to open discussion to enable customers and
partners to ask questions and provide feedback

— Not intended to be used as a substitute for technical support calls, means for reporting potential
defects, etc.,
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N
Housekeeping

« An updated Cloud Enabled Management white paper has been published and is
available here:

e https://techdocs.broadcom.com/content/dam/broadcom/techdocs/us/en/dita/syman
tec-security-software/endpoint-security-and-management/it-management-
suite/generated-pdfs/cloud enabled management for itms.pdf

— Short URL: shorturl.at/bcklr

* Modern Device Management (MDM) support for Windows is expected to be a part
of our first ITMS release in 2023.

— If you are interested in participating providing feedback regarding that functionality as part of a
technical preview, please reach out to me through our online community
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What's New in ITMS 8.6 RU3?
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Symantec Installation Manager: License Files with Future Start
Dates

Use case: As an ITMS customer, | need to apply license files with future start
dates, so that | can load such license files when | receive them rather than
waiting until the start date

- When attempting to load license Prior to changes to SIM
files with future start dateS, users Symantec Installation Manager [x]
previously received a message
. The licenses you are attempting to install to this computer will affec
that SUCh Ilcenses Cannot be ! lhéa‘ppl.(ahlépmdu(&;m ft:éfgc:Ic\-u:g'v.t-a_\.t:h [‘zp t l t
applied i S e A s I s

over the current license (Product: Altiris Asset Management Solution 8.6
RUZ, No Licensing)

Altiris Deployment Solution 8.6 RU2: license (Type: Full, Count: 82600
* Issue Date: 11/25/2021, AUP Expires: 11/25/2022) will not be applied over
’ the current license (Product: Altiris Deployment Solution 8.6 RU2, No
i Licensing).

Note: Screenshot was taken on 11/15/21 when attempting to load a
license file with start date of 11/25/21
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N
Symantec Installation Manager: License Files with Future Start
Dates

* License files with future start dates can now be loaded, but do not become
active until the start date

* The date on which a license file becomes active is displayed
After changes to SIM

™ Symantec Installation Manager |;L'
) Product Licensing SIM |
- Bl ; : ,
Licenses (9 installed, 9 tnals - 9 applied): Install licenses. .. ‘ Refrest
el L e L N L ExpaE S | R R

¥ Altinis Asset Management Solution Trunk

=
=P
=

Note: Screenshot was taken on 11/15/21_after loading license files with start dates of 11/25/21. 11/26/21 and 12/15/21

R
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Operating System Support

- Expanded agent and platform support
* Red Hat Enterprise Linux 8.5 and Oracle Linux 8.5
Red Hat Enterprise Linux 8.6 and Oracle Linux 8.6 ‘ ‘ ‘
Red Hat Enterprise Linux 9
SUSE 12 SP5 @@
Ubuntu 22.04 LTS
®

Windows Server 2022 support for Notification Server

ubuntu
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Patch Management — Compliance by Computer Report

Use case: As an ITMS administrator, | need to filter the Compliance by Computer
report by Severity Level, so that | can report on the compliance rate with respect to
other those bulletins/updates associated with vulnerabilities of that Severity Level

- The Compliance by Computer report shows the compliance rate for all applicable updates, regardless of the
severity level of the associated vulnerability (if any)

« Some customers only care about the compliance rate with respect to bulletins/updates associated with
Critical vulnerabilities

« Beginning with ITMS 8.6 RU3, users can filter the Compliance by Computer report by Severity Level or
Custom Severity
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Patch Management — Compliance by Computer Report

No filters applied — showing compliance based on all applicable updates

=)

Reports » Software «

Patch Management »+ Compliance + Windows + Windows Compliance by Computer

rmanor

tF erve |

P
1t nE v of Wind [ 5 inage Sery 3 1led
"% Actions v ) Save As ~ = Print | @ Run [ Auto-run lViow: Select a value... ~ ] | Group b

Windows Compliance by Computer
v te [ ther refine the result earch feature . ]

Showing Computer, To=22/07/2022 00:00:00, Release Date From=22/07/2021 00:00:00, Severity=--Any--, Vendor=--Any--, Supersedence Status=Not Superseded, Custom Se\
Distribution Status=(All), Operating System=--Any--, Filtered By Windows Computers with Software Update Plug-in Installed

Parameters
Release Date From: [22/07/2021 || 18 To: [22/07/2022 ||
Vendor: --Any-- v | Operating System: | --Any-- v

Category: --Any-- v | Distribution Status: | (All) v Supersedence Status: | Not Superseded v

Severity: [ --Any-- * Custom Severity: | --Any-- v

X

Computer Name Compliance Applicable (Count) Installed (Count) Not Installed (Count
Igrpi12Camngr 75.68% 37 28 -

Filtered to show compliance based only on updates with associated severity of “Important”

Reports v+ Software v Patch Management » Complance »+ Windows + Windows Compliance by Computer

rmanor

Windows Compliance by Computer

f t irther refir

[viow: Select a value... ~ l (G

"4 Actions ~ | JSave As > = Print | g Run [ Auto-run
Showing Computer, To=22/07/2022 00:00:00, Release Date From=22/07/2021 00:00:00, Severity=Important, Vendor=--Any--, Supersedence Status=Not Superseded,

-, Distribution Status=(All), Operating System=--Any--, Filtered By Windows Computers with Software Update Plug-in Installed

Parameters
Release Date From: [22/07/2021 || To: [22/07/2022 ||
Vendor: --Any-- v | Operating System:  --Any-- v

Category: --Any-- v Distribution Status: | (All) v Supersedence Status: Not Superseded v

Severity: \lﬁ\portant v'] Custom Severity: --Any-- v

Computer Name Compliance Applicable (Count) Installed (Count Not Installed (Count

Igrp12Camngr 85.71% 7 6
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Patch Management — Compliance by CVE-ID Report

- Use case: As an IT administrator, | need to filter the Compliance by CVE-ID report
to only display those CVE-IDs for vulnerabilities with CVSS scores of certain level,

because my organization is only interested in compliance with respect to such CVE-
IDs.

« The Compliance by CVE-ID report previously showed the compliance rate for all CVE-IDs, regardless of the
CVSS score assigned to the associated vulnerability

« Some customers only care about the compliance rate with respect to CVE-IDs associated with
vulnerabilities with CVSS scores of a certain level

* Beginning with ITMS 8.6 RU3, users can filter the Compliance by CVE-ID report by the CVSS v.2 or CVSS
v.3 score assigned to the vulnerability associated with the CVE-ID

« This feature involves a change to the product and a change to the Windows patch data feed
— Product change included in ITMS 8.6 RU3
— Change to data feed expected to be made within the next month
— Once change to data feed is made, you can use new feature
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Patch Management — Compliance by CVE-ID Report

CVE-2022-30136

Windows Network File System Remote Code Execution Vulnerability.

CVE ID

Description: Windows Network File System Remote Code Execution Vulnerability.

* CVSS v2 base score: 10 (High)
CVSS v3 base score: 9.8 (Critical)

? Windows Compliance by CVE ID

High-level compliance view of CVE ID resour

P4 Actions v | SaveAs~ #m print | O Run [dAuto-run

ces for Windows computers managed by this server. Further refine the results with th

n

rch feature

Right-clicl

a particular resource

Showing Computer, Supersedence Status=Not Superseded, Operating System=--Any--, Vendor=--Any--, CVSS version 3=High (7.0-8.9), CVSS version 2=|
Parameters cratus=(All)

Applicable (Count)

Year: | Select a Value V|

Vendor: [ --Any--

Distribution Status: | (All) v |

CVE ID Compliance
CVE-2022-30220 100.00% 1
CVE-2022-30206 100.00% 1
CVE-2022-30190 100.00% 1

s mAma AL s

P

V| Operating System:
Supersedence Statu5:| Not Superseded Vv |

[Cny—

Installed (Count)

e

Not Installed (Count)

)y O O O
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CVSS v2

7.2
7.2
9.3

- -

CVSS v2 base score:| High (7.0-10.0) V|
CVSS v3 base score:| High (7.0-8.9) V|

CVSS v3 Descriptic
7.8 Windows C¢
7.8 Windows Pr
7.8 Microsoft W
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Patch Management — Updates that cannot be automatically
downloaded

Use case: As an IT administrator, | need an easy way to manage software
updates that cannot be downloaded automatically to the Notification Server, so

that | can use the Patch Management Solution to install such updates and report
on compliance regarding same.

« Why can’t some software updates be downloaded in an automated manner?

Some software updates are only available to registered users
Some require the acceptance of a EULA online before downloading
Some require an active subscription

Others can no longer be downloaded from the vendor because the the product has been EOL’d or
because the vendor always uses the same URL for the latest update and doesn’t make previous updates
available once a new update is released

- Examples include Oracle Java, Google Chrome and Windows O/S images that are part of enterprise
agreements

* In the past, such updates were generally filtered out of the Windows patch data feed
— Two exceptions: Oracle Java updates and Windows feature updates were included in the data feed, but required

workaround in which customers had to manually download the updates and put them in a particular location

@ BROADCOM'
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Patch Management — Updates that cannot be automatically
downloaded

« If updates are not included in the data feed, Patch Management Solution cannot be used to install
them or report on compliance

* |In cases where software update was included in data feed and later removed from data feed,
existing policies referencing those updates were deleted

« This posed a challenge for customers
« Some customers have long testing cycles and don’t finish testing an update before the vendor releases a

new update
* In the case of applications such as Google Chrome, this meant, for example, that Google Chrome 99 would be
removed from the data feed when Google Chrome 100 was released since Google re-used the download URL for

Google Chrome 99 for Google Chrome 100
* The end result was that policies that included Chrome 99 got deleted once Google Chrome 100 was released and
customer imported updated data feed (which no longer included Google Chrome 99)

« This also posed a challenge regarding Compliance by CVE-ID report added in 8.6 RU2

 |f customer installed Google Chrome 99 on all applicable computers to address a particular vulnerability,
Compliance by CVE-ID report would show 100% compliance for CVE-ID associated with that vulnerability

* When Google Chrome 100 was released, Google Chrome 99 was removed from data feed and Compliance by
CVE-ID report would show 0% compliance because Google Chrome 100 had not yet been distributed (Environment
was actually in 100% compliance, but report showed 0% compliance because it was not aware of Google Chrome

99)
@ BROADCOM'
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Patch Management — Updates that cannot be automatically
downloaded

* Moving forward, updates that cannot be automatically downloaded will be kept in data feed
« Such updates will be visible in ITMS 8.6 RU3 and above, but will be hidden in previous versions of ITMS

* Versions of ITMS prior to 8.6 RU3 will continue to delete policies that include updates that can’t be
automatically downloaded

« ITMS 8.6 RU3 will not delete policies that include updates that could previously be automatically
downloaded, but can no longer be downloaded in such manner

« This change to the Windows patch data feed is expected to be implemented a few weeks after the ITMS
8.6 RU3 release, so that it does not interfere with Patch Tuesday (August 9)

@ BROADCOM'
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Patch Management — Updates that cannot be automatically
downloaded

« Manual Download column has been added to Software Bulletin Details report to identify
updates that need to be manually downloaded

Reports v Software v+ Patch Management + Software Bulletins + Software Bulletin Details

> Software Bulletin Details

"4 Actions ~ | ) Save As > = Print | g Run Auto-run

Parameters Showing Computer, Supersedence Status=(All), Platform=Windows, Distribution Status=(All)

Platform: Windows v Vendor:| Microsoft v

Distribution Status: | (All] v

Supersedence Status:| (All) ~

Bulletin Severity Custom Sever... * Manual Dow..
MSWU-092 Unclassified Not Set Yes

MSWU-083 Unclassified Not Set Yes

MS05-038 Critical Not Set Yes

MS03-005 Important Not Set Yes

MS02-053 Critical Not Set Yes
MSNS?22-N7-MRNET-5N15722 linclaceified  Nat Set

© BROADCOM'
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Patch Management — Updates that cannot be automatically
downloaded

« When creating Software Update policy with updates that need to be manually downloaded,
you will see a message indicating that the update needs to be manually downloaded

. JDK11-220502, JDK11-220719, IDK17-220502, JDK17-220719

Y . - ~ - . - -
\ Java Development Kit 11 update 11.0.15.1, Java Development Kit 11 update 11.0.16, Java Development |

b Policy includes updates that require manual download. Upload missing updates to allow policy de

Software Update Policy for JDK11-220502, JDK11-220719, JDK17-220502, JDK17-220719

General Advanced

jdk-11.0.15.1_windows-x64_bin.exe / Invariant Language (Invariant Country)

*l Manually downloaded update: avallable

Update Name
jdk-11.0.15.1 windows-x64 bin.exe

Package
r
jdk-11.0.15.1_windows-x64_bin.txt &

© BROADCOM'
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Patch Management — Updates that cannot be automatically
downloaded

* You can then browse to the package file(s) and the utility will create a folder of the appropriate name
and in the expected location to store the file(s)

Edit package B
Windows10x86ProforWorkstationN20H2-ENU.bat

One (or more) manually downloaded file is expected for delivery of this update
To facilitate the delivery
¢ upload the required file(s)
e enable the update in the Software Update policy
Required files (with their expected names) are listed in the 'rename to' option. If this option is selected, the uploaded file will be renamed to the name of the required file if it has
the same extension

Package refresh

PArent Logs 85 Rud - Copy.iso was renamed to
150 Windows10x86ProforWorkstationN20H2.iso

PArent Logs 85 Ru4 - Copy.bin - Copy.exe

I \1/ I BE ;ssm2  12/07/2022 Delete
Windows 10x86ProforWorkstationN20H2. bat
BAT 24se  22/07/2022 permarient

Choose files or drag here

« ITMS expects installation files to have specific names; the utility will rename the selected file to the
expected name if it has the same extension as the expected file name

* You can upload multiple files to the folder that will be created; some customers include additional files
to maintain configuration settings that get overwritten by updates

- Software Update packages are generally not replicated down a hierarchy, but will be in the case of

manually download updates in most cases
© BROADCOM
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Patch Management: Install Updates During Provisioning/Imaging

Use case: As an IT administrator, | need to be able to install applicable patches
on machines as part of the provisioning process, so that newly provisioned
devices are not vulnerable as soon as they come online.

©# Install Latest Software Updates Job

* Prior to 8.6 RU3, server tasks did not
support use of the software update ¥
assessment and software update

installation tasks

Install Latest Software Updates Job

0 This job is used by the following job and policies: Custom main Server job to deploy SMA, Patch Agents & Patch all latest required updates (2)

Jobs / Tasks

- In 8.6 RU3, default “Install Latest it Mt S hon )| Bk S—

Software Updates” server job added gy, | e e wam s, | s viem s
with software update assessment and 1 Run “Windows Scftware Update Installatin L e I N
software update installation tasks Aoy
« Job can be cloned and settings
changed

& rail Job if any Task within this Job fails

@ BROADCOM'
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Patch Management: Install Updates During Provisioning/Imaging

 Windows Software Update
Assessment task can now scan for
all available software updates (new)
or just select software updates

 Windows Software Update
Installation task can now install all
latest updates (new), only latest
updates that are enabled (new), or
just select software updates
« ‘“Latest” - in the case of updates that

are part of supersedence chain, only
latest update will be installed

« “Enabled” — update is included in
existing software update policy that is
enabled and update itself is enabled
within policy

20 |

® Al latest required updates &[T
? 4| This option may only be used if the current task is a part of a server job utiizing Windows
& inciude only enabled updates | Software Update Assessment Task. For correct updates selection, in the server job
configuration map 'Assessment Task Instance’ output parameter of the corresponding
' T
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Symantec Management Console [? | X}
| f

Tasks « Jobs and Tasks »+ System Jobs and Tasks «+ Software + Patch Management «

2 Windows Software Update Assessment

View recent tasks. Running: 0 |

N 4 < C . Modified by: igorp\Parent Admin
Modified date: 02/06/2022 09:25:54

|

0 This task 15 used by the following jobs and polices: Install Latest Software Updates Job

Software Updates Assessment

Vulnerability scan mode

® All available software updates by : .
% | When this option 1s selected assessment scan evaluates all the available updates. Only
L/ Custom selectior applicable and not installed updates will be reported

Selected updates (0):Select Software Updates

Advanced...

Tk Chbaan

Symantec Management Console (7 | <}

Tasks + Jobs and Tasks ¢ System Jobs and Tasks « Software «

Patch Management «

View recent tasks. Running: 0
Modified by: igorp\Parent Admin |
Modified date: 03/06/2022 15:20:52
Modified 2 times

x\ Windows Software Update Installation

0 This task 1s used by the following jobs and polices: Install Latest Software Updates Job

Software Updates Installation

Updates selection mode

Custom selection Assessment task to the ‘Assessment Task Instance’ input parameter of this task

Selected updates (0):Select Software Updates

Restart after updates installation
Suppress restart during task execution

® Restart if required at the end of task execution

Advanced..

» BROADCOM
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Patch Management: Install Updates During Provisioning/Imaging

* |f provisioning job targets multiple machines and tasks fails on some
machines, it is possible for job to proceed to next task on other machines

0 Install Latest Software Updates Job

0 This job is used by the following job and policies: Custom main Server job to deploy SMA, Patch Agents & Patch all latest required updates (2)

Jobs / Tasks
“ New » o AddExisting & {} B | X X

= Job Start 2 Task Input
& Run "Windows Software Update Assessment’ Fail Job if this Task fails
= @ If "Windows Software Update Assessment” Return Value equals 0 ...
~ - Prompt me for task input each time this job is run
ﬂﬁ‘ Run "Windows Software Update Installation ‘
Elcs ® Enter task input now
4 |

® Stop For Selected Devices: prompt at run time v

For Assessment Task lnstance:| use output from a previous task v

Windows Software Update Assessment - Assessment Task Instance Vv

Completion Requirements:
Proceed to the next task:

* After |60 |7Mvr-u§cs :'7‘ if | 95 7 IV’»c of computers ¥ | have completed
Fa:l and move on:

After |90 | Minutes Vv

@ BROADCOM'
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Patch Management: Install Updates During Provisioning/Imaging

* |f imaging/provisioning is typically done as part of a client job, new job can be
created that combines Install Latest Software Updates job with client job

@ Main Server Job to restore Win OS Image, Patch and Create new patched image

G Main Server Job to restore Win OS Image, Patch and Create new patched image

Add description

Jobs / Tasks

%2 New v ok Add Existing ~ {} & | X X
= ﬂf‘} Job Start
% Run “Client job to "Boot to automation” & "Restore Windows OS image” & "Boot to production™
= < If "Client job to "Boot to automation” & "Restore Windows 0S image” & "Boot to production"" Success equals true
© Run “Install Latest Software Updates Job"
= < If "Install Latest Software Updates Job™ Success equals true
% Run “Client Job to "Boot to automation” & "Create a new patched Windows Image" & "Boot to production™
» If "Client Job to "Boot to automation” & "Create a new patched Windows Image" & "Boot to production”" Success equals true
o Else
o Else
o Else
® stop
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Deployment Solution: Install Patches on Pre-Defined Computers

 Prior to 8.6 RU3, it was not possible to Symantec Management Console
run the Software Update Assessment Or Task Instance Details (PreDefined-PC - 03/06/2022 16:56:18)
Software Update Installation tasks on ,
Pre-Defined computers as part of the Retum code: 1
deployment process End tme. 3 06/2022 16136118
« Doing so would result in an error * Sl
message regarding the version of the
Software Update plug-in, regardless of
which version (if any) was actually
installed | ~y Active Settings
* In 8.6 RUS, it is now possible to run the
Software Update Assessment and * 7 X
Software Update Installation tasks on Name Value
Pre-Defined computers by setting the * 4 PatchCheckPluginVersionForClientTasks False

value of the new
PatchCheckPluginVersionForClientTasks
setting to “False”

@ BROADCOM'
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Deployment Solution: Preboot Support for Remote Imaging

Use case: As a remote user or technician out in the field, | need to locally boot
into a preboot environment when remotely imaging a computer using Cloud
Enabled Management

] Symantec Management Console du
i 73 WinPelso
* ITMS 8.6 RU3 enables administrators W
to create an .ISO file containing
WIiInPE or Linux PE

/ ‘_,("'9 Preboot Configuration Settings

Operating system: | Default WinPE v [
« The .ISO file gets saved to the Architecture: X64 v
NOtIfICatIOn Server OEM extensions: DS Agent v
e The .ISO file can be used to create a I .+ Preboot Configuration Environment
B?;)éable dISk from a USB d”Ve, CD or Preboot Environments to build: | 1SO v

* The .ISO can also be published to a
web page from which it can be

downloaded

Lock the keyboard and mouse.

Use IPXE with this boot configuration
OK Cancel

* I1SO Download Page
i
g
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Deployment Solution: Download/Import Linux PE

Use case: As an IT administrator, | need to download the Linux PE files and
import them into Deployment Solution because such files can no longer be re-
distributed and installed as part of the Deployment Solution

* As was previously the case regarding Settings - Deployment + _Preboot Configurations
WInPE, Linux PE is no longer re- 0“, Preboot Configurations
distributed as part of the DS

Settings: WIN-D63MT6PSAEU (http://win-d63mtopB8aeu:80/Altiris/)
 Linux PE must now be downloaded

and imported within the Symantec SRR SEoet Suttinge
Management Console Configure Preboot Environment: | Linux v
_ _ Link|{to KB article with required files
¢ LanX PE flleS can be downloaded 1) Download Linux GPL files and place them in C:\Program Files\Altiris\Deployment\Linux_gpl! folder.
from KB art|C|e (||nk appearS IN * Linux GPL (Once downloaded, copy files to C:\Program Files\Altiris\Deployment\Linux_gp! fnhim)“
console)

2) Then import the Linux Into DS.

* linux_frm x(‘l['t,uh', tar.gz v | Import selected Linux GPL version (This process takes 1-3 min)
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Deployment Solution: Linux 64-bit support

Use case: As an IT administrator, | need ITMS to support the capture and
deployment of 64-bit Linux images, so that | do not need another tool for that
purpose.

* The 32-bit version of Linux PE was
previously included in the Deployment
Solution installation

r ;j Settings
= ) Agents/Plug-ins
= ) Deployment
« Deployment Solution was previously not 3 (3 Uinux
able to use the 64-bit version of Linux PE Deployment Automation Folder for Unux x64 - Instal

Deployment Automation Folder for Linux x64 - Uninstall

« Deployment Solution now supports the o A e Bl Bl K o ot
32-bit and 64-bit versions of Linux PE > & e e
(both can be downloaded and imported)

Deployment Automation Folder for Linux r-,Sg‘{-‘. Uninstall

° There are nOW Separate policies to insta” ‘. D‘ED'Ov’ﬂ’I‘Eﬂt Automation Folder for Linux x86 - UDOIade
uninstall and upgrade automation folders
for the 32-bit and 64-but versions of Linux
PE
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Deployment Solution: Linux UEFI support

Use case: As an IT administrator, | need Deployment Solution to capture and
deploy Linux images with UEFI partitions, so that | am not required to use
another tool for that purpose.

Symantec Management Console (7|
* No changes to console Ul 2enge o Deploymentt MehooL Conhauranens
d' Preboot Configurations
¢ Changesl in Sc.:ripts and . Other internals to | Chahge?"detected in the connection pﬁrofile gortent that is_used for cqnnection to Notification
enable LanX Images Wlth U EFI Server. You may need to reapply profile settings and rebuild preboot images.

Settings: RVA-DS-NS1.CELan-L03.loc (http://rva-ds-ns1:80/Altiris/)

partitions to be captured and deployed

« Automation folder can now be installed to
UEFI partition . . .
x86 Linux preboot environment is installed.

- Scripted OS Install templates are now * Version: 5.10.0-13-686

Build

universal and can be used for machines version:  6:9:11008
Wlth BIOS or UEFI Source file: :ij:lﬁl-?u_i?tri?i'l“l")i-;‘.ll(»,'nmnt\lmu‘x_gpl'-F\[‘.r('gpl_iStS_in\).lll)OS,flm?

<64 Linux preboot environment is installed,

 Linux PE files updated to version 5.10 of * i | BT
the kernel Buld 65,1008

C:\Program
Files\Altiris\Deployment\Linux_gpl\BDCgpl_x64_6.2,11008.frm2

Preboot Environment Settings

Configure Preboot Environment: | Linux v |

Source file:

« Secure Boot not supported on Linux
@ BROADCOM
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Symantec Management Agent: Option to not install if computer
running on battery power

Use case: As an IT administrator, | need to have an option for the installation of
software and patches to be suspended in cases where a device is running on
battery power, so | can ensure the device will not run out of power before the
installation completes.

Applies to Software Update policies and Managed Software Delivery policies
Does not apply to Software Update installation tasks or Quick Delivery task

If computer is detected to be running on battery power, software or software update will not
be installed

Message displayed in Agent Ul indicating that installation did not proceed due to computer
running on battery power

Reports reflect that installation did not proceed due to computer running on battery power

When computer is plugged back in, software or software update will then get installed on
schedule

@ BROADCOM'
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N
Symantec Management Agent: Option to not install if computer

running on battery power (Software Update Policies)

° GIObaI OptiOn that applies to a” xpatCh Management Settings v Agents/Plug-ins v Software v Patch Manageme
Software Update policies £7 Windows * || ¢ Default Software update Plug-in Poli

Software Updates Settings for Windows computers that have Software Upd:

 Cannot be overridden within 8) Bulletins and Updates Software Update Plug-in Policy

System Assessment Scan

ind iVid Ual SOftwa re U pd ate pOIicy {& Run System Assessment Scan ’ o ’ blotificabion Restart

Software Update Installation
Schedule:

4 Add schedule » | X ¥ Time zone: | Use agent tir

*' Compliance by Update Start/End dates

* Compliance by Computer

Compliance and Remediation
*' Compliance by Bulletin

*' Compliance by CVE ID

8 Compliance Dashboard stk —
J Remediation Center (C) End:| 7/20/2022 i
=3 Windows Policies
Exception Handling i Start: | 03 |=:| 00 |2
*' Missing Software Update Plug-In |
*' No Scan Data Reported Reinstallation attempts after task failure: |3
*' Computers Requiring Restart Allow user to run

> ey 5 iy
Delivery Summary | Do not install updates if system reboot is pending

Settings o * [ Do not install updates if machine is on battery
4T Remediation <

................................................................................................................ Maintenance WindOWS
{3 Installation and Restart :

© BROADCOM'
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Symantec Management Agent: Option to not install if computer

running on battery power

* Message displayed in Agent Ul

@ Symantec Management Agent 8.6.4077 (Administrator)

Software Updates

Machine is on battery

Machine is on battery
! Software Update Plug-in configuration policy does not allow installation of software updates while qgchine is on battery

4/1/2022 4:08:01 PM

© Agent Settings | % Software Dellveryl Ws) Task Status | 7 Logs

Software Updates |

Software Updates for this computer:

Status

I Bulletin Name I Software Update Name

Schedules
Default Restart: At the end of software updat

Default Update: At 3:00:00 AM every day,
Next Restart Due At: Not scheduled
Next Update Due At: Not scheduled

»

Status

30 |

8\ Requires A/C power to install  7ZIP-211228
B Requires A/C power to install  TB-220309
{8\ Requires A/C power to install  NPPP-220315
N Requires reboot to install

722107_21.07_x64.msi

Thunderbird Setup 91.7.0_x64-ENU.exe
npp.8.3.3.Installer x80.exe

FF-220323 Firefox Setup 98.0.2_x64-ENU.msi

Broadcom Proprietary and Confidential. Copyright © 2022 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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Symantec Management Agent: Option to not install if computer
running on battery power

* Reports reflect software and software updates that did not install due to
computers running on battery power

31

Reports v Software » Patch Management ~
> Policy Execution by Computer
- } 3 ' ta s -
"% Actions + | SaveAs v = Print | g Run

Remediation Status «

Policy Execution by Computer

Auto-run

Parameters Showing Computer, Filtered By Windows Computers with Software Update Plug-in Installed

Software Bulletin
TB-220309

Computer Name
DESKTOP-6NFO8R2

|  Broadcom Proprietary and Confidential. Copyright © 2022 Broadcom.

Software Update
Thunderbird Setup 91.

Status
Requires A/C power to install

Rawe+ 1

Package Status

=P

Policy Name

TB-220309 (no power?) n/a

Software Compliance Detailed Summary

Reports + Software + Compliance «
> Software Compliance Detailed Summary
"% Actions v | ) Save As ~ = Print | g Run Auto-run View:|  Select a va
Ntatibars Only Include Licensed Computers:=No, Showing Computer, Start Date:=3/25/2022 12:00:00 AM, Maximum Number of Results to lncluaat;b?,
Applied, End Date: =4/1/2022 12:00:00 AM, Policies to Include: =All

Computers to Include: | %
Only Include Licensed Computers: | No

Policies to Include: | All v
Start Date: | 3/25/2022 || 2
End Date: | 4/ 1/2022 | 53
Compliance Status: | Not Applied v |
Maximum Number of Results to Include: | S0
Computer Name Policy Name Status Details
ulm-macoslih Managed Delivery policy only for MacOS clients Not Applied Pending A/C Power Connection
DESKTOP-6NFOBR2 Managed Delivery policy - Deployment Agent x64 Not Applied * Pending A/g‘,lPower Connection ’RME@
SUKF | VWA

All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Symantec Management Agent: Option to not install if computer
running on battery power (Managed Software Delivery Policies)

° Setting that Can be defined Within ;:Man::::::Zv(:r:):i.\i:r‘:/n::irc:a:::/d:tt;acOS clients
individual policies .

Set package settings, computers, and schedule to which this policy applies.

 Separate settings for compliance it o

Applied to - 1 resources

and remediation checks Schedule - scheduls

Compliance

[ power on computers if necessary (using Wake-on-LAN, Intel AMT, ASF or DASH)

([ J Ava i I a b I e fo r M S D pOI i Ci eS Use this profile when connecting to out-of-band technology-enabled ¢

Choose when the agent should check policy compliance. If the software is Advanced options

ta rg etl N g e |th er Wl N d OWS Or M ac After you configure a schedule, click Advanced and verify thet the start s

# Add schedule » | X & Time zone: | Use agent time v |

t | Computer is connected to the network

A a Computer is available at the exact scheduled time
Start: | 15 |50 53 |&

Only perform check if

pe:
A user is logged on to the computer

A user is not logged on to the computer

No pending system reboot

User interaction ‘
Computer is not on battery power

Allow user to turn on policy from the Symantec Manageme! [

| User must turn on from Symantec Management Agent Start/End dates
L] Prompt user when this policy is available Start:| 4/ 1/2022 A
Remediation —
End:| 4/ 1/2022 £
If the software is not found, install it: | Schedule h|
After you configure a schedule, click Advanced and verify that the start an
OK Cancel
e Add schedule » | X @2 Time zone: | Use agent time v
Start: | 15 : 54|

-

£ BROADCOM
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N
Symantec Management Agent: Option to not install if computer

running on battery power (Managed Software Delivery Policies)

° RE M I N D E R: TO re pO rt ' __ Policies ““. Managed Delivery policy only for MacOS clients

. . ¢ M et ) # Managed Delivery policy only for MacOS clients
on why MSD policy is not e -
. . 113 j ; !
in compliance, "Enable Sowisvieivn
Discovery and Inventory 0 The policy was saved successfully.

[ [ ’
re portl ng Of pOI ICy i Set package settings, computers, and schedule to which this policy applies.

Monitoring and Alerting el 2o,

prog ress Statu S” Settl ng ' e Seoioe Policy Rules/Actions - 1 software
| Profile Management

m u St be CheCked Wlth I n ¢« 8 Software Choose the name that will display in the Symantec Management Agent

L] A N :
OI IC I ATDICRRO) Frevag Display name: Managed Delivery policy only for MacOS clients
Legacy Software Delivery

Software Policy settings Software Publishing

: - . .. |Managed Delivery policy only for MacOS clients
)} Legacy Software Delivery for UNIX/Linux/M Dtsplay description:

L] L] L ]
[ B d f It th tt 4 ) Managed Software Delivery
y detauli, Inis setling IS g e
4 | For Battery tests (MacOS) Enable verbose reporting of status events
n Ot Ch eCked %, Managed Delivery policy only f» Enalble reporting of a policy progress status

For Battery tests (windows)

For reports
} Patch Management

%' Automation Policies

@ BROADCOM'
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Symantec Management Agent: Identifying RHEV and GCE virtual
machines

Use case: As an IT administrator, | need machines running under the Red Hat
Enterprise Virtualization (RHEV) and Google Compute Engine (GCE) hypervisors
to be identified as virtual machines, so that | can properly manage them.

* Prior to 8.6 RU3, machines running under the RHEV and GCE hypervisors
were identified as physical machines because RHEV and GCE were not
supported

* Beginning with 8.6 RU3, Basic Inventory will identify machines running
under the RHEV and GCE hypervisors as virtual machines.

@ BROADCOM'
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Symantec Management Agent (ULM): Power Control, System
Restarts and Maintenance Windows

Use case: As an IT administrator, | need to perform a system restart as the last
action within a maintenance window closes so that | can ensure that the
computer will return to a working state regardless of how many tasks, jobs and
policies in the queue are executed during the maintenance window.

» ITMS 8.6 RU2 included a feature | = sn oo o i i o

that executes the power scheme = "~
task as the last action within a — -

maintenance window on Stmmnniniioliie .
WindOWS ComputerS v 1- "’]' 4"‘ 5 s. 7 -a 9 10“11' n’ ;3 14 15 16 17 18 19 20 21 22 23 24 Repestevery:|Day A

’ 4
- ITMS 8.6 RU3 extends that * Creen
feature to Mac and Linux
Computers | form action automatically afte
— Mac and Linux now respect all settings e e
within the Power Scheme task except W 1L e b1~
re-opening applications after system | o o ot Watance Window Ponr Ao G e A
restart and only restarting system if e
pending reboot detected

@ BROADCOM'
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N
Symantec Management Console: Maintenance Window Information

Use case: As an IT administrator, | need to be able to quickly and easily see
whether a computer currently has an active maintenance window, so that | can
determine if it is possible to execute a task on that computer now.

* CompUter VIeW now ShOWS “ IGORPWIN;OII ng?in: 2 gg:c:Windmvs Server 2012 R2 Standard
whether there is currently an active g
maintenance window on Windows
computers e | (e
o Active .l p‘lllHdl.: user 2 ) it _
. Not Active fgelga_t;nqa;'tstem; Windows Server 2012 R2 / 6.3.9600 / Standard Edition
. First Discovered 12/07/2022 07:36:51
* Not Defined Ml Windows Server 2012 (,;n‘upntéloltt'e {114ea528-e30b-4907-b218-57cf303fb202}
« Computer view shows “Not * Maintenance Window - Not Defined

Defined” if no maintenance
windows are defined on a
Windows computer (and for all
Mac and Linux computers)

* Clicking on “Not Defined” link will
display list of all maintenance
window policies and allow you to

add computer to policy © BROADCOM'
b
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Symantec Management Console: Maintenance Window Information

 If one or more active maintenance
windows, status = "Active”
 Clicking on “Active” link will display
information related to maintenance window
that is currently active

* If one or more maintenance windows but
not them are active, status = “Not Active’
« Clicking on “Not Active” link will display a
list of all maintenance window policies

« Maintenance windows defined by
maintenance window policies, but can
turned off on Windows computers in
agent Ul
« Maintenance Window status displayed

reflects data collected from computers, not
information from policies

l. /
aa’

S

. Windows Server 2016

Resource name:
Domain:

Servel

Fully qualified name:
Primary user

Logged on account:
Operating system:
0OS language

Time zone:

Server connection:
Task server:

First Discovered
Internal serial number:
Device 1D

Computer ID:

* Maintenance Window

%}

s

* Maintenance Window

Resource name
Domann

Server

Fully qualfied name

Prmary user:
Logged on account
Operating system:
OS language
Time zone:

Server connection
Task server:

First Discovered:

internal senal number

Device ID:

Computer ID
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Igorp-CAMNngr

IGORP

Igorp-CAMngr.igorp.ad.local
Igorp-CAMnagr.igorp.ad.local

Child Admin CA. Perevoz

IGORP\Child Admin

Windows Server 2016 (1607) / 10.0 / Standard Edition
English (United States)

Pacific Standard Time

Persistent

Igorp-CAMnar

28/04/2022 09:15:38
BBOCOB93-656F-404A-A1AB-7357C69CDFE8
BBOCOBO2-656F-404A-A1AB-7357C69CDFES
{cf986bc9-b53c-4c34-aafe-a6a016aSbbid)

Igr-Ger10-64Ent

WORKGROUP
Igrp12Camngr.agorp.ad.loca
Igr-Ger10-64Ent
IGR-GER10-64ENT \Administrator
IGR-GER 10-64ENT \Administrator

Windows 10 (21H1) / 10.0 / Enterpnise

Mitteleuropaische Zet

Persistent

igrpl2Camngr

02/06/2022 11:01:18
04583479-97FD-4A10-B504-492106614133
04583479-97FD-4A10-B904-49210661A133
(ffcfcd0-d620-40e4-8¢68-081fedc67¢78)
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Symantec Management Console: Active Policies

Use case: As an IT administrator, | need to quickly and easily see a list of active
policies associated with a given computer, so that | am not required to browse
through a list of all policies assigned to the computer and open each policy to

determine if it is active.

« Computer view now includes S ESA RIS

. = y ] T A Domain:
“Show Active Policies” option to a) Server:
. . - \ Fully qualified name:
filter out policies that are no \@}‘ T SR

|Onger active Logged on account:

- Operating system:
Bl Windows Server Sl
0OS language:

Time zone:

Server connection:
Task server:

First Discovered:

RVA-MDM-UX

WORKGROUP

RVA-MDM-UX

RVA-MDM-UX
RVA-MDM-UX\Administrator
RVA-MDM-UX\Administrator

Windows (21H2) / 10.0 / Standard Edition
English (United States)

Non-persistent
RVA-MDM-UX
7/26/2022 2:54:21 PM

Internal senal number: -

» Jobs and Tasks

v Policies

a *':' Show active policies | Show all assigned policies  Search
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Symantec Management Console — Track All Changes Under
Specified Folder

Use case: As an ITMS administrator, | need to track all changes under a specified
folder within the console for audit purposes (including new objects), so that which
ITMS users (non-admin roles) made changes impacting devices

* Prior to 8.6 RU3, changes to @, MNew Item Tracker
specified items within a folder
could be tracked, but changes —
could not be tracked at the folder T
level (e.g. Creation of new item *I o foldens i (none selected)

within a folder)

Configure tracking settings

Exclude items of class (il (none selected)
« ITMS 8.6 RU3 provides the ability - |
to track all changes within a s g
specified folder, including newly [ }
created objects || e *

gpreoeepcpPprro
WV D®D®O®P D

W BRUADCOUOM
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Symantec Management Console: Tasks/policies executed under
context of specified account

Use case: As an IT administrator, | need to identify tasks and policies executed
using custom credentials (other than the system account or the account of the
logged on user), so that | can determine the cause of authentication failures
(inactive accounts or accounts with password changes)

» Such tasks and policies could previously only be identified by individually reviewing each
task or policy

« Reports have been added to help identify such cases
 Collect Inventory with Specific User
 Directory Import with Specific User (AD Import)
« Managed Delivery with Specific User (Each package can be installed with different credentials)
« Software Delivery with Specific User (Quick Delivery tasks)
« Task with Specific User (Script tasks)

* Intended to provide greater visibility into custom configuration settings used by customers
and speed up troubleshooting in situations where account locking issues are encountered

@ BROADCOM'
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Symantec Management Console: Tasks/policies executed under
context of specified account

Reports » Notification Server Management v Server v Account Management » Collect Inventory with Specific User

Collect Inventory with Specific User

"* Actions > | ] Save As ~ g Print | g Run [ Auto-run

Parameters
User name: ’
Name Platform Version Username
Gather Inventory Win, Unix, Mac windows 1 WINDOMAIN\WindowsUser1
Gather Inventory Win, Unix, Mac UNIX s 1 * UnixUser
Gather Inventory Win, Unix, Mac mac 1 MacUser
Directory Import with Specific User

Reports » Notification Server Management v Server + Account Management «

Directory Import with Specific User
add descril
"% Actions v | Save As > g Print | g Run Auto-run [wew: Select a value... ~ ] |

»

Parameters
User name: '
Name Username
Import Computer resources from 10.127.156.128 starting from Builtin and using the default column mappings. Import all computers on the specified schedu igorpadmin
Import User resources from 10.127.156.128 starting from IP ORG UNIT1, IP ORG UNIT2 and using the default column mappings and these resource associations. igorpadmin2
> Managed Delivery with Specific User
"® Actions w | ) Save As ~ g Print | g Run (7 Auto-run
Parameters
User name:
Name Domain Username
Managed Delivery policy with 3 different Software pac 1stSWDomain 1stSWUsername
Managed Delivery policy with 3 different Software pac.. 3rdSWDomain * 3rdSWUsername N .
2ndSWuUsername ' BROADCOM
SOFTWARE

Managed Delivery policy with 3 different Software pac 2ndSWDomain
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Symantec Management Console: Tasks/policies executed under
context of specified account

Reports + Notification Server Management » Server » Account Management »  Software Delivery with Specafic User

> Software Delivery with Specific User

"* Actions » || Save As - = Print | g Run [ Auto-run

Parameters

User name: ‘
version Domain Username

Name
Package Delivery 1 igordomain igorpadmin
1 . LocalUser1

Quick Delivery task

Reports » Notification Server Management v Server » Account Management » Task with Specific User

Task with Specific User

= )

"% Actions » | ] Save As ~ g Print | g Run [ Auto-run

Parameters

User name: ' e

Name version Username |

Run Script task #2 with custom credentials localhost\LocalAdmin 4,
localhost\LocalAdmin3 4,

Run Script task £3 with custom credentials

Run Script task =3 with custom credentials 1 localhost\LoB‘alAdminz 4,
Ly

© BROADCOM'
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Symantec Management Console: Overview of tasks scheduled to
be executed in the future

Use case: As an IT administrator, | need to be able to identify all tasks that have

a pending schedule to identify and review for deprecated/obsolete tasks to avoid
potential issues on targeted computers

 |IT administrators previously had to review each task individually to determine when they would be
executed

* New Pending Task Schedules report provides an overview of all tasks with Next Run date/time

Pending Task Schedules

"® Actions + | JSave As~ = Print | g Run Auto-run [view: Select a value... ~
Task Name Schedule Name * Next Run Resources
t WZ26-210830 - Patch Management solution job Run WZ26-210830 - Patch Management solution job on Schedule 4/14/2022 12:33:00 PM 3
B Write Entry To Server Log Run Write Entry To Server Log on Schedule
&: VMM Inventory Instance of Inventory Task(Applied to Resource Target of All Discovered hypervi 4/5/2022 6:30:00 PM 10
.';{ Update Task Service Assignments Update Task Service Assignments Daily 4/2/2022 2:10:00 AM
?:3 Update Summary Data Update Summary Task Daily 4/2/2022 2:10:00 AM
(] Update Organizational Hierarchy Update Organizational Hierarchy 4/2/2022 2:00:00 AM
% Software Product Licensing Recalculation Operation Software Product Licensing Recalculation Schedule 4/2/2022 1:00:00 AM

© BROADCOM
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Symantec Management Platform: End User Notification Tasks

Use case: As an IT administrator, | need end user notifications to be displayed by
a framework that is not part of the Internet Explorer framework, so that end users

do not get confused by a warning message that Internet Explorer will be (or has
been) EOL'd

D Test — O
Prior to 8.6 RU3, end user o
notifications were displayed using :
ACt'VeX (IE framework) i) Las aplicaciones y los servicios de Microsoft 365, incluido Yammer, acabaran con el soporte técnico de Internet Explorer 11 a ;7
* del 17 de agosto de 2021. obtener mas informacion

When viewing such notifications, end
users were warned that Internet o
Explorer was being EOLsd v End User Notification Task

Notifications can now be displayed @ o5k “End User Notification Task® saved
using WebView2 (Chromium-based
Edge framework) Header
* Installed as part of Edge Title fest
+ Can be installed independently of Edge ST

¥ End User Notification Task

Notification Settings

Display notification using

MS Egde framework
& 1€ framework
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Open Discussion: Questions and Answers

@ BROADCOM’
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